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Problem Statement

At Lucid Motors, our EV charging stations have been
iIncreasingly targeted by cyberattacks that disrupt our
services and negatively affect our operating costs. At
the present, we lack visibility into which attacks are the :
most destructive to our bottom line, making it difficult to 1
determine where to allocate our resources most ‘
efficiently. By identifying and analyzing which
cyberattacks cause the greatest operational and
financial damage, we aim to determine how to best
allocate company resources to curb losses as quickly
as possible.




Diana

The Business of EV and Cybe

EV & Lucid Motors:

* Lucid Motors relies on software-driven cars

* (Cybersecurity is crucial to protect vehicle data,
charging infrastructure and passenger safety

* EV network security helps prevent financial loss &
operational issues

Cyberattacks & Security:

» Cyberattacks disrupt operations, costs and damage
brand image

* Important to invest in prevention, detection and data
protection
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Dataset Understandin%\\\\

Our dataset was chosen from the University of New
Brunswick's Canadian Institute of Cybersecurity.

The data was collected in a lab-environment where
researchers set up multiple Level-2 EV charging
stations and deliberately attacked them with
various cyberattacks. Measurements of

several system parameters were taken during both
attack and benign conditions to determine the
overall operational impacts on their charging
infrastructure.
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Types of Cyberattacks in Dataset

Vulnerability Scans (vuln-scan): an attack scans a system looking for security
flaws, like a burglar who checks for unlocked doors and windows. Usually
precedes an attack.

TCP Flood: A type of Denial of Service (DoS) in which a system if
overwhelmed with service requests

Backdoor Attack: an attack that bypasses authentication through malware.
Can also be a precursor for future attacks.

SYN-Flood: Another type of DoS attack that exploits the TCP handshake
process in which connect processes are initiated but never completed, which
overwhelms the system.

Crytopjacking: an attack installs cryptocurrency mining software to steal
cryptocurrencies such as Bitcoin.

Stealth Scan (SYN-Scan): attacks probe open ports without using the TCP
handshake system. Unlike the TCP Flood, thisdoes not overwhelm the
system.
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Data Prep with OpenRefine-Before

¥ OpenRefine EVSE B PowerCombined csv Permalink Open...  Export~  Help

Facet/ Filter = Undo/Redo0/18 < 115,298 rows Extensions Wikibase

Show as: rows records Show: 5 10 25 50 100 500 1000 rows 2 =100 next> last »

O
Using facets and filters v v Al ¥ time ¥ shunt_voltage ¥ bus_voltage V ¥ current_mA ¥ power mW ¥ State ¥ Attack ¥ Attack-Group ¥ Label V¥ interface

u
M a I n I ss u es : Use facets and filters to select subsets

of your data to act on. Choose facet

> nSESs el Eellln e
title casing
Multiple unintuitive
column titles
Timestamps treated as

12/25/2023 22:35 978 5.165 1027 5300 idle syn-flood DoS attack ocpp
12/25/2023 22:35 872 5.1610000000000005 1009 4980 idle syn-flood DoS attack ocpp
12/25/2023 22:35 1017 5.165 1029 5300 idle syn-flood DoS attack ocpp
12/25/2023 22:35 930 5.1610000000000005 1005 5180 idle syn-flood DoS attack ocpp
12/25/2023 22:35 958 5.165 1034 5180 idle syn-flood DoS attack ocpp
12/25/2023 22:35 935 5.165 1029 5300 idle syn-flood DoS attack ocpp
12/25/2023 22:35 948 5.165 939 5300 idle syn-flood DoS attack ocpp
12/25/2023 22:35 960 5.1690000000000005 935 5400 idle syn-flood DoS attack ocpp
12/25/2023 22:35 928 5.1610000000000005 916 4920 idle syn-flood DoS attack ocpp
12/25/2023 22:35 844 5.165 879 4520 idle syn-flood DoS attack ocpp
12/25/2023 22:35 843 5.173 785 3580 idle syn-flood DoS attack ocpp
12/25/2023 22:35 968 5.1690000000000005 732 3800 idle syn-flood DoS attack ocpp
12/25/2023 22:35 831 5.1850000000000005 755 3280 idle syn-flood DoS attack ocpp
12/25/2023 22:35 719 5.1850000000000005 601 3680 idle syn-flood DoS attack ocpp
12/25/2023 22:35 781 5.1770000000000005 624 4060 idle syn-flood DoS attack ocpp
12/25/2023 22:35 646 5.181 742 3300 idle syn-flood DoS attack ocpp
12/25/2023 22:35 683 5.173 827 3540 idle syn-flood DoS attack ocpp
12/25/2023 22:35 498 5.197 479 2500 idle syn-flood DoS attack ocpp
12/25/2023 22:35 495 5.197 572 3140 idle syn-flood DoS attack ocpp
12/25/2023 22:35 814 5.173 938 4560 idle syn-flood DoS attack ocpp
12/25/2023 22:35 919 5.165 1034 5080 idle syn-flood DoS attack ocpp
12/25/2023 22:35 905 5.1690000000000005 886 4580 idle syn-flood DoS attack ocpp
12/25/2023 22:35 929 5.165 914 4220 idle syn-flood DoS attack ocpp
12/25/2023 22:35 943 5.165 847 4520 idle syn-flood DoS attack ocpp
12/25/2023 22:35 916 5.1690000000000005 941 4760 idle syn-flood DoS attack ocpp
12/25/2023 22:35 839 5.165 974 4760 idle syn-flood DoS attack ocpp
12/25/2023 22:35 935 5.165 1084 4940 idle syn-flood DoS attack ocpp
12/25/2023 22:35 820 5.1690000000000005 952 5240 idle syn-flood DoS attack ocpp
12/25/2023 22:35 961 5.165 940 4840 idle syn-flood DoS attack ocpp
12/25/2023 22:35 898 5.1690000000000005 928 5020 idle syn-flood DoS attack ocpp
12/25/2023 22:35 989 5.1610000000000005 1059 5340 idle syn-flood DoS attack ocpp
12/25/2023 22:35 930 5.165 924 5080 idle syn-flood DoS attack ocpp
12/25/2023 22:35 836 5.1690000000000005 749 3900 idle syn-flood DoS attack ocpp
12/25/2023 22:35 934 5.165 854 3960 idle syn-flood DoS attack ocpp
12/25/2023 22:35 839 5.165 823 4980 idle syn-flood DoS attack ocpp
12/25/2023 22:35 878 5.1690000000000005 898 4460 idle syn-flood DoS attack ocpp
12/25/2023 22:35 936 SEI73 {122, 4620 idle syn-flood DoS attack ocpp
12/25/2023 22:35 901 5.1690000000000005 983 4940 idle syn-flood DoS attack ocpp

Not sure how to get started?
Watch these screencasts
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text strings instead of
times/dates

Numbers treated as
text strings instead of
numerical values
Inconsistent rounding
of numerical values
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Data Prep with OpenRefine-After

¥ OpenRefine EVSE B PowerCombined2 csv Permalink Open... | Export~ | Help

Facet/ Filter = Undo/Redo 15/ 15 < 115,298 rows Extensions Wikibase «

Show as: rows records Show: 5 10 25 50 100 500 1000 rows 2 =50 next» last »

A
ReSOIved Using facets and filters V v Al ¥ Time ¥ Shunt_Voltage ¥ Bus_Voltage_V ¥ Current_Consumption_mA | ¥ Power_Consumption_mW ¥ Charging_State ¥ Attack_Type ¥ Attack Group ¥ Attack_Conditions ¥ Targeted_Interface

2023-12-25T22:35:00Z 978 5.165 1027 5300 idle syn-flood DoS attack ocpp
Use facets and filters to select subsets

I ss u es : of your data to act on. Choose facet

and filter methods from the menus at

° A” CO|UmnS nOW have the top of each data column.
consistent title casing e i st o
Column titles are more
intuitive to the viewer
All timestamps are
now in recognized
time/date format
All numbers are now
treated as numerical
values
All numbers are
consistently rounded

in each column

2023-12-25T22:35:00Z 872 5.161 1009 4980 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 1017 5.165 1029 5300 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 930 5.161 1005 5180 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 958 5.165 1034 5180 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 935 5.165 1029 5300 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 948 5.165 939 5300 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 960 5.169 935 5400 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 928 5.161 916 4920 idle syn-flood DoS attack ocpp
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2023-12-25T22:35:00Z 844 5.165 879 4520 idle syn-flood DoS attack ocpp

-
-

2023-12-25T22:35:00Z 843 OIS 785 3580 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 968 5.169 732 3800 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 831 5.185 755 3280 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 719 5.185 601 3680 idle syn-flood DoS attack ocpp
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2023-12-25T722:35:00Z 781 5.177 624 4060 idle syn-flood DoS attack ocpp

-
o

2023-12-25T22:35:00Z 646 5.181 742 3300 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 683 M7 827 3540 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 498 5.197 479 2500 idle syn-flood DoS attack ocpp

N
© o N

2023-12-25T722:35:00Z 495 5.197 572 3140 idle syn-flood DoS attack ocpp

)
o

2023-12-25T22:35:00Z 814 5.173 938 4560 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 919 5.165 1034 5080 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 905 5.169 886 4580 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 929 5.165 914 4220 idle syn-flood DoS attack ocpp

N NNN
@ M=

2023-12-25T22:35:00Z 943 5.165 847 4520 idle syn-flood DoS attack ocpp

)
a

2023-12-25T22:35:00Z 916 5.169 941 4760 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 839 5.165 974 4760 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 935 5.165 1084 4940 idle syn-flood DoS attack ocpp

NONN
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2023-12-25T22:35:00Z 820 5.169 952 5240 idle syn-flood DoS attack ocpp

)
©

2023-12-25T22:35:00Z 961 5.165 940 4840 idle syn-flood DoS attack ocpp

)
o

2023-12-25T22:35:00Z 898 5.169 928 5020 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 989 5.161 1059 5340 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 930 5.165 924 5080 idle syn-flood DoS attack ocpp

W oW W
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2023-12-25T722:35:00Z 836 5.169 749 3900 idle syn-flood DoS attack ocpp

w
>

2023-12-25T22:35:00Z 934 5.165 854 3960 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 839 5.165 823 4980 idle syn-flood DoS attack ocpp
2023-12-25T22:35:00Z 878 5.169 898 4460 idle syn-flood DoS attack ocpp

W oW W
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2023-12-25T22:35:00Z 936 5.173 722 4620 idle syn-flood DoS attack ocpp

w
o

2023-12-25T722:35:00Z 901 5.169 983 4940 idle syn-flood DoS attack ocpp
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Making Queries in BigQuery

@ Untitled query KXY ©save-

1 SELECT Attack, COUNT(*) AS count

V4 2 FROM nichols2adta.evdataset.evdataset
3 GROUP BY Attack
4 ORDER BY count DESC;

& Query completed

Query results

Job information Results Visualization Execution d

Row y Attack ~ Y. count =«
vuln-scan
tcp-flood
Backdoor
none
syn-flood
cryptojacking

syn-stealth

Here the count of each type of attack is tabulated and group by type of attack. We can see the top three
types of attacks were vulnerability scans, TCP Floods, and Backdoor attacks.
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I\/Iaklng Queries in BigQuery

@ Untitled query m ) save ~ ® Schedule Openin v £ Morg

1 SELECT Time, power_mW, Attack
4 2 FROM nicholsZadta.evdataset.evdataset
ORDER BY Time;

& Query completed

Query results ® Save resul

Job information Visualization JSON Execution details Execution graph

Row Time ¥ power_mw « Y Attack ~
Z

Ve Ve Ve

2023-12-24 16:18:00 UTC syn-stealth
2023-12-24 16:18:00 UTC syn-stealth
2023-12-24 16:18:00 UTC syn-stealth

2023-12-24 16:18:00 UTC syn-stealth

2023-12-24 16:18:00 UTC syn-stealth
2023-12-24 16:18:00 UTC syn-stealth

2023-12-24 16:18:00 UTC syn-stealth

1
2
3
4
5 2023-12-24 16:18:00 UTC syn-stealth
6
7
8
9

2023-12-24 16:18:00 UTC syn-stealth
10 2023-12-24 16:18:00 UTC syn-stealth
11 2023-12-24 16:18:00 UTC syn-stealth

12 2023-12-24 16:18:00 UTC syn-stealth

In this query, we are showing the different attacks and what the battery power in mW was during the attack. In this
image, we mainly are focusing on the SYN-stealth attack on 12/24/2023 which occurred multiple times on 12/24/2023
during the 6:00 hour.
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I\/Iaklng Queries in BigQuery

@ Untitled query m & Save ~ ® Schedule Openin ~ £ More ~

1  SELECT
Attack,
[TMESTAMP_TRUNC(Time, HOUR) AS hour,
4 AVG(power_mW) AS avg_power
5 FROM
6 nichols2adta.evdataset.evdataset
7  WHERE
Attack '= "None'
9 GROUP BY
10 Attack, hour
11 ORDER BY
2912 hour, Attack;
13

& Query completed

Query results [®) Save results & Openin ~ z

Job information Results Visualization JSON Execution details Execution graph

Row y Attack ~ y hour , avg_power ¥

syn-stealth 2023-12-24 16:00:00 UTC 2535.735110370...

/4

syn-stealth 2023-12-24 17:00:00 UTC 2531.462994836...
syn-stealth 2023-12-24 18:00:00 UTC 2548.860759493...
vuln-scan 2023-12-24 18:00:00 UTC 2533.603238866...
vuln-scan 2023-12-24 19:00:00 UTC 2544.497991967...
vuln-scan 2023-12-24 20:00:00 UTC 2518.187033849...

Results per page: 50 v 1-420f 42

In this query, we are tracking the average battery power usage during charging by the hour on 12/24/2023.

that a SYN-stealth and vulnerability scan both happened at around 6:00 on that day.
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I\/Iaklng Querles in BigQuery

@ Untitled query | © Run | ® Schedule

1 SELECT
V4 2 Attack,
3 DATE(Time) AS date,
1 MAX(power_mW) AS peak_power,
5 MIN(power_mW) AS min_power
FROM
nichols2adta.evdataset.evdataset
WHERE
> Attack !'= "None’
10 GROUP BY
11 Attack, date
12 ORDER BY
13 peak_power DESC
14 LIMIT 166;

& Query completed
Query results
Job information Results Visualization JSON Execution details Execution graph

Row y Attack ~ y date - y peak_power

7 e

min_power =¥

Ve Vs

syn-flood 2023-12-26 6300
cryptojacking 2023-12-26 6100
syn-flood 2023-12-25 6020
Backdoor 2023-12-30 5840

none 2023-12-26 5180

In this query, we are seeing what the peak and minimum battery powers were during specific days for each
type of attack in order to find patterns when predicting future attacks.
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Making Queries in BigQuery

2 ~ X @ *Untitled...ery ~ X v

@ Untitled query m ) Save ~ (O Schedule Openin ~ 2 More ~

1 elect CORR(Shunt_Voltage, Bus_Voltage_V) AS voltage_correlation
From "adtad24@hkn.evdataset.evdata_table
Nhere Attack_Type is not nul

@ Query completed
Query results ® Save resuits ~
JOb Information Results Visualization JSON Execution detalls Execution graph

© Metadata caching is disabled. You can accelerate queries over external tables by enabling metadata caching. Learn more. (2

voltage_correiation ¥

1 0.95530845066704362

In this query, we are seeing the correlation between Shunt Voltage and Bus Voltage. The correlation value
indicates, its negatively correlated. That means it's behaving in an inversely proportional manner. If Bus
Voltage rises, the Shunt Voltage drops, or vice versa
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Making Queries in BigQuery

>l @ v X @ Targete..ace + X @ *Untitled...ery ~ X

Bl @ Untitled query m () Ssave ~ ® Schedule Openin ~

Select Targeted_Interface, CORR(Power_Consumption_mW, Shunt_Voltage) AS power_shunt_correlation,
CORR(Power_Consumption_mW, Bus_Voltage_V) AS power_bus_correlation

From “adta4240hkn.evdataset.evdata_table’

Group by Targeted_Interface

Order by Targeted_Interface

& Query completed

Query results

Job information Results Visualization JSON Execution details Execution graph

Targeted_Interface power_shunt_corr... power_bus_correl...
V7 V7 V7

any 0.823894372219... -0.868682588041...
none 0.541907855134... -0.640340593757...

ocpp 0.970347104059... -0.971661991699...

In this query, we are seeing the correlation between power consumption and shunt voltage, and the correlation between power
consumption and Bus voltage. The results show that while the power shunt correlation is positive and strong, the power bus
correlation is negative. This indicates that there is some potential to optimize the power system by adjusting voltage settings.
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\

> @ -~ X @ *Untitled...ery ~ X -

@ Untitled query m £ More ~ &) save ~ ® Schedule Open i

1 Select Targeted_Interface, Attack_Type, Count(*) AS attack_count
Z From "adtad4248hkn.evdataset.evdata_table’
3 Where Attack_Type is not null

Group by Targeted_Interface, Attack_Type

Order by attack_count Desc

& Query completed

Query results

Job information Results Visualization JSON Execution details Execution graph
_ Targeted_Interface « , Attack_Type ~ , attack_count ¥
ocpp vuln-scan 26246
ocpp tcp-flood 21367
any backdoor 21137
none none 14363
ocpp syn-flood 13517
any cryptojacking 11596

ocpp syn-stealth 7072

In this query, we are seeing the number of attacks by combination of Targeted Interface and Attack types. This helps to identify
which communication protocols are more vulnerable to specific attack types. As per the query results, ocpp (Target Interface) and
vuln-scan (Attack type) is experiencing more frequent and intensive attack activity
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Visualization

This visualization demonstrates that the vast majority of cyberattacks target the interface labeled "ocpp",
Open Charge Point Protocol with 68,202 attacks.
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Making Queries in BigQuery
b

>1 @ - X @ Averag... ion v X -

\ @ Average Power Consumption m &) Save query ~ &, Download +2 Share ~

1 Select Attack_Group, AVG(Power_Consumption_mW) AS avg_power_consumption_mW
2 From "adtad4248hkn.evdataset.evdata_table’

3 Group by Attack_Group

4 Order by avg_power_consumption_mW DESC;

& This query will process 0 B when run.

Query results

Job information Results Visualization JSON Execution details Execution graph

Attack_Group avg_power_consu
s Ve -

host-attack 3885.386001894..,

S

DoS 3402.26120857701
none 2800.391283158...

recon 2531.386037577...

In this query, we are seeing the average current consumption by Attack group. While the average power
consumption for host-attack and DoS are almost same, average power consumption for "host-attack” is
highest. That means this attack group generates more network traffic and requires more processing power
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Visualization
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Making Queries in BigQuery

NN\
NN N\
WITH voltage_differences AS (
StlLtC' Job information Results Visualization JSON
ime,
Attack, .
shunt_voltage, Row y Attack v y lﬂaX_VOHaQEJUHUJ/;
LAG(shunt_voltage) OVER (ORDER BY Time) AS prev_shunt_volt, ‘ ‘ .
ABS(shunt_voltage - LAG(shunt_voltage) OVER (ORDER BY Time)) AS shunt_volt_diff SWTﬂOOd 606
FROM
nichols2adta.evdataset.evdataset Backdoor 594
WHERE

Attack IS NOT NULL
) tep-flood 458

OO OB WN =

i =i =l =i
WN = O

SELECT none 444
Attack,
MAX(shunt_volt_diff) AS max_voltage_jump vuln-scan 440
FROM
voltage_differences
GROUP BY
Attack
ORDER BY cryptojacking 331

max_voltage_jump DESC;

i el anl i el
o ~NNOYOY B

syn-stealth 358

NN =
- ® O

N
w

In this query, we are seeing how the shunt voltage, or voltage across a resistor in the battery changes for
each type of attack. From the data, we can see the SYN-floods and Backdoor attacks cause the greatest
) voltage jJumps while cryptojacking causes the least amount.
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Visualization

Max Voltage

This visualization depicts the maximum voltage jump for each attack type using a bar graph.
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> @ ~ X @ *Time Ba...sis + X (4 -

Making Queries in BigQuery
\

@Q Time Based Analysis m +2 Share ~ ® Schedule Openin ~ & More ~ ) Save query ~

EL {TRACT(HOUR FROM Time) AS hour, Attack_Type, SUM(Current_Consumption_mA) AS total_current_consumption
10M "adtad246hkn.evdataset.evdata_table

0UP BY hour, Attack_Type

DER BY hour, total_current_consumption DESC;

& Query completed

Query results

Job information es Visualization Execution details Execution graph
hour « Attack T.[?f -
syn-flood 3310527
vuln-scan 1699047
syn-flood 3286161
vuln-scan 1512240
syn-flood 1408778

backdoor 275286

backdoor 1959114

In this query, we are seeing the total current consumption by hour for each attack type. The current consumption is more at Oth
(attach type - syn-flood), 1st (attach type - syn-flood), 18th (attach type - cryptojacking ) and 23rd (attach type - syn-flood) hour
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Visualization

N\
Total Current Consumption By Hour For All Attack Types

8M

o)
<

Total Current Consumption
N IS
< <

o]
12AM 1AM 2AM 3AM 4AM 5AM 6AM 7AM 8AM 9AM 10AM 11AM 12PM 1PM 2PM 3PM 4PM 5PM 6PM 7PM 8PM 9PM 10PM 11PM
Hour

Total Current Consumption By The Hour For Different Attack Types

—— backdoor vuln-scan syn-flood cryptojacking tcp-flood syn-stealth

3.5M

3M

Total Current Consumption

™M

500K

0
12AM 1AM 2AM 3AM 4AM 5AM 6AM 7AM 8AM 9AM 10AM 11AM 12PM 1PM 2PM 3PM 8PM 9PM 10PM 11PM

Hour

This visualization depicts the total current consumption by the hour. The top visualization shows the total consumption for all attack
types by the hour, while the bottom shows the total current consumption for each attack type by the hour.
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aklng Queries in BigQuery

@ Untitled query m & save ~ ® Schedule Openin ~

SELECT
ime,
shunt_voltage,
Attack
FROM
nichols2adta.evdataset.evdataset
WHERE
Attack IS NOT NULL
ORDER BY
Fime ASC;

& Query completed

Query results

Job information Results Visualization JSON Execution details Execution graph

Row y Time =« y shunt_voltage ~ ) Attack =«
2023-12-24 16:18:00 UTC 462 syn-stealth
2023-12-24 16:18:00 UTC 465 syn-stealth
2023-12-24 16:18:00 UTC 477 syn-stealth
2023-12-24 16:18:00 UTC 464 syn-stealth
2023-12-24 16:18:00 UTC 484 syn-stealth
2022-12-24 14 10N 1LITC a4R/7 avn-stealth

Results per page:

In this query, we are seeing how the shunt voltage, or voltage across a resistor in the battery changes during specific cyberattacks
during the day. In this example, we are tracking how the voltage changes on 12/24/2023 during a SYN-stealth attack.
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Visualization

|

This visualization depicts the shunt voltage by the hour for Syn-Stealth attacks on 12/24/2023, |
using a time series area chart. V748




I\/Iaklng Queries in BigQuery

Here, we analyze which types of attack occur during idle or charging states of the EV's. We can see that
floods (SYN or TCP), syn-stealth, and vulnerability scans mainly take place during idle states while

XX o

@ Untitled query

1 SELECT State, Attack, COUNT(*) AS event_count
FROM nichols2adta.evdataset.evdataset
3 WHERE Label = 'attack’
V4 4 GROUP BY State, Attack;

& Query completed

Query results

Job information Results Visualization JSON

Row State = p Attack ~

N\

idle syn-flood

idle tep-flood
charging cryptojacking
idle cryptojacking
idle syn-stealth
idle vuln-scan

charging Backdoor

(s¢} ~ (o)) (43} = w N -t

idle Backdoor

V.

Execution details

event_co

unt

13517

21367
8474
3122
7072

26246

14172

6965

(® Schedule

Execution graph

Openin ~

cryptojacking and backdoor attacks occur in both idle and charging states.

£ More ~

[?) Save results ~

Nichols
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Visualization

This visualization depicts the attack count for each attack type based on charging state using
a side-by-side bar chart. : ,
g ST
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Making Queries in BigQuery

@ Untitled query m ) save ~ ® Schedule

1 SELECT Attack,
2 AVG(power_mW) AS avg_power,
3 AVG(current_mA) AS avg_current
d 4 FROM nichols2adta.evdataset.evdataset
GROUP BY Attack;

& Query completed

Query results

Job information Visualization JSON Execution details Execution graph

Row y Attack « y avg_power y

syn-flood 4796.124879781... 927.8048383517...

avg_current =« >
7

tcp-flood 2520.487667899... 485.0988440117...
none 2800.391283158... 538.5354034672...
cryptojacking 4887.067954467... 946.6892031735...
syn-stealth 2535.8286199009... 487.8889988687...
vuln-scan 2530.188981178... 486.7830907566...

Backdoor 3335.851823816... 643.9735534844...

In this query, we are grouping the average battery power usage and current usage during the different types
of attacks as well as during normal battery charging. We can see from the image, that SYN-flooding and
Cryptojacking tend to cause the greatest surge in battery power and current.
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Visualization

Average Power Consumption (mW) By Attack Type
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Average Current Consumption (mA) By Attack Type
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This visualization depicts the average current consumption and average power consumption based on the attack type.
The bottom bar graph shows the average current consumption (mA), and the top bar graph shows the average power
consumption (mW). Each attack type corresponds to the legend at the top with its specific color.




ummary and Recommendation S

After analyzing a variety of parameters including but not limited to attack count, average power and current consumption, voltage jumps, current consumed by time of

day, etc., our team determined the most impactful factors on which to base our recommendation are the attack count and average power consumption. We extrapolated
these two parameters to determine which attacks consumed the most unnecessary power during the experiment, and thus, likely consume the most power (and
money) in real-world scenarios. We recommend Lucid Motors allocate resources to prioritize the mitigation of these attacks first, as they have the greatest impact on

the company's bottom line.

Total Observed Power Consumed During Experiment (most critical attacks):
1. Backdoor — 70.936 kW

2. SYN-Flood — 64.828 kW

3. Cryptojacking — 56.438 kW

LEAST CONCERN: SYN-Stealth, Vuln-Scan, and TCP-Flood (these three attack types surprisingly induced systems to consume LESS power than the
controh
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